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Overview

* Requirements for Managing Public Records

* Requirements and Guidelines (by format)

— Scanned Documents

— Emall

— Websites and Databases

— Texts, Social Media and more!
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RCW 40.14 Preservation and
Destruction of Public Records

“Public records include any paper, correspondence, completed
form, bound record book, photograph, film, sound recording,
map, drawing, machine-readable material, compact disc
meeting current industry ISO specifications, or other

document, reqardless of physical form or
characteristics, and including such copies
thereof, that have been made by or received
by any agency of the state of Washington in
connection with the transaction of public
business”




WHAT IS A RECORD? QUIZ # 1

State Patrol is called to the scene of an
accident. The patrol officer takes a digital
photo of the car involved. Is this photo a

public record?

0 Yes 0 No




WHAT IS A RECORD? QUIZ # 2

In your desk drawer, you have a copy of the
contents of your personnel file. It contains

duplicates of your application, training

taken, awards received, etc. Is this a public

record?
0 Yes o0 No
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WHAT IS A RECOF

\D? QUIZ# 3

You come back to your desk following lunch and your

computer indicates that you have t
waiting for you.

wo email messages

A.) One message is from the assistant director requesting
shared leave for an employee on extended sick leave.

B.) The other message is from your boss, giving you the
agreed-upon timelines and goals for an upcoming project.
Which message is a public record?

oAonly oBonly oBothA

and B o Neither A nor B




WHAT IS A RECORD? Quiz # 4

Your agency uses Facebook and has
invited public comment on an issue.

Is this a public record?

0 Yes 0 No




Content matters

Messages that facilitate or document
actions affecting the conduct of business

 Policies, significant decisions, commitments,
or important meetings

* Requests or provides substantive information

* |f content protects rights — legal, fiscal,
property, other




The RULES apply

* The rules for public records are applicable
regardless of format or device

» Retention and disposition are also applied
exactly the same — there is no difference

* Records management fundamentals apply
equally




Records Retention in a Nutshell...

Retain all public records in for the MINIMUM
required period of time in accordance to the
approved records retention schedules and
then....

&
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Once retention is met

DESTROY (Get rid of it!)

(if not an archival or permanent series)
or

If ARCHIVAL, then contact State Archives for
appraisal and transfer of all Archival records

or
It PERMANENT, take appropriate action to retain

Washington State Archives wwmwenting Lrmoczacy




What is a Retention
Schedule?

An approved legal document that
specifies minimum retention periods for
a record series and gives agencies
ongoing disposition authority after
approved retention periods are met

They tell you what to do!
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Wachington State Archives Local Government Common Records Retention Schedule {CORE)
Office of the Secretary of State Version 2.1 (July 2010)
DESPOSITION
ITEM RETEMTIOM &MND
DESCRIFTION OF RECORDS AUTHORITY DESHzMNATION
MO, NUMBER (DAN] DISPOSITION ACTION
5.1.5 | Tronsitory Records Z550-02-05 | Retain until no longer MOM-ARCHI AL
Public records that only doowment information of temporary, short-term value, R, O needed for agency business NON-ESSENTLAL
and provided that the records are: then OFM
# Mot needed as evidence of a business transaction; and, Destroy.

* PNot covered by a more specific reconds senies.

Includes, but is not limited to:

® Pdiscellansous notices or memoranda which do not relate to the functiona
responsibility of the agency (notices of community affzirs, employee
mestings, holidays, etc];

# Preliminary drafis of letters, memoranda, reports, work sheets, spreadsheets,
presentations, and informal notes, etc., which do not represent significant
basic steps in the preparation of record documents);

* Routing slips used to direct the distribution of docurments;

* Shorthand notes, stenotype tapss, and medhanical records, after they have
besn transcribed into typewritten or printed form on paper or miorefiim;

* Telephone messages (including voicemail, digital voice messages, etc.);

® |etters of transmittal which do not add any imformation to the transmitted
materials.

6. MINIMAL Page 150 of 186
RETENTIOM VALLE



Local Government

Washingron State Archives

Office of the Secretary of State

Local Government Common Records Retention Schedule [CORE)

Version 2.1 [July 2010)

1.

AGENCY MANAGEMENT

The function relating to the owverarching management of the local government agency and its general administration. Also includes managing the agency’s
interaction with its community, and legal matters.

1.1 ADMINISTRATION (GENERAL)
The octivity associgted with the daoy-to-day operations of the agency. Incdudes short-term records that can be disposed of a5 part of normal
aadministrative practice.
DESPOSITION
rrl;E: DESCRIFTION OF RECORIDS AUTHORITY Dl:pl:‘lﬂ'ENTIDN ME'I::N DESMGMNATIOMN
NUBBER [DAN] =ITION ACTI

111 ACCREDITATION, CERTIFICATHOM, AND LICEMSE DOCUMENTATION FOR AGEMCY G550-01-42 | Until superseded or MOM-ARCHIVAL
FUMNCTIONS AND OPERATIONS Rev. 0 terminated plus & years FMOMN-ESSENTIAL
Includes decumentation of any mandatory or woluntary accreditation, certification OFR
or licenses for any aspect of an agency's functions and/or operations.

112 ADMIMISTRATIVE WORKIMG FILES G550-01-02 | Destroy when chsolete or ARCHIVAL
Subject files containing informational copies of various records organized by issus, Rev. 0 superseded - elected official, AAppratal Raquiedy
person, subject, or other areas of interest. executive and department M DN-DEFE;I:N'I'IAL
Remarks: Contoct your Regional Archivist before disposing of elected official, executive hf;_::_l fi IEESEFE pﬂtEI‘:l:l‘,"
or department heod files. Records from this series may be selected for transfer to and archival - aee rema
presanagtion ot @ Regional Archives branch.

113 APPOINTMENT CALEMDARS G550-01-36 | Destroy when cbsolete or MOM-ARCHIWAL

MIOMN-ESSENTIAL
Remarks: Elected officials ond department heads may want to retgin oppeintment Rev.0 superseded See remarks OFA
calendars to document activities and gppointments for a longer period of time.

114 CHROMOLOGICAL REFEREMNCE FILE G550-01-08 | Destroy when cbhsolete or MOM-ARCHIVAL
Alzo known as reading or day file. Used as a chronological reference source Rev. 0 superseded MNOM-ESSENTLAL
supplemental to cormrespondence and subject reference files. OF

L AGENCY Page 5 of 186
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Washington Stave Archives Law Enforcement Records Retention Schedule
Ciffice of the Secretary of State Version 6.0 [July 2010)

1. AGENCY MANAGEMENT

This section covers records relating to agency management which are not covered by the Local Government Cammon Records Retention Schedule [CORE).

1.1 COMMUNITY RELATIONS
The aoctivity of the local government ogency’s interaoction with its community.
DHSPOSITIOMN
TTER DESCRIPTION OF RECORDS AUTHORITY RETENTION AND DESHSMATHOMN
MO NUNMBER [D&MN] DISPOSTIOMN SCTIOM

111 Crime Prevention Progroms LE2010-025 Retain for 1 year after ARCHIVAL

Records relating to the management of crime prevention programs. Rewv. O cbsolete or superseded {&ppraisal Required)
) o then MOM-ESSEMTIAL

Indudes, but is not limited to: . oPR

. Cri 5t . Arrange for appraisal by

e Stoppers; Washington State Archives.

+ Blodk watch;

- Business watch;

= House watch.
Excludes Ride-along program records covered by DAN LED3-01-3E.

1.1.2 Lo ck=-0wuts LE2010-026 Retain for 3 years after date MON-ARCHINVAL
Records relating to provision of assistance to citizens who have locked themseshes Rewv. O of lock-out RMON-ESSENTLAL
out of houses or vehicles. then oPR
Excludes waivers of liability covered by CORE GS50-01-11. D -

113 Property Registration LEZ25-01-01 Retain until no longer MOM-ARCHIWVAL
Records relating to personal property registered with the agencoy for recovery if lost Rewv. 1 needed for agency business MOM-ESSENTIAL
or stolen. thien OFr

Diastroy.
1. AGENCY Page 5 of 66



Preservation of Electronic Records
WAC 434-662-040

Electronic records must be retained in electronic
format and remain usable, searchable,

retrievable and authentic for the length of the
designated retention period.




Can | print and delete?

NO - Printing and retaining a hard
copy Iis not a substitute for the
electronic version unless approved by
the appropriate records committee.
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What is a “Born Digital” Record?

» Regardless of how it was created:

— If the transaction or evidence of public
business occurs in paper then the paper
record needs to be retained.

— If the transaction or evidence of public
business occurs electronically then the
electronic record needs to be retained.

Washington State Archives wwmenting Lrmaoczacy




Digitized Records
Can | Scan and Toss?

“Conversion to an imaging system does
not automatically authorize the destruction
of the source documents for which images
have been created.”

WAC 434-663-600

Washington State Archives wwmwenting Lrmaoczacy
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S0 where do you start?

* First thing - establish agency records

management policies & procedures
— Requires executive buy-in and input from legal
— Identifies roles and responsibilities
— Should address appropriate use
— Include records management fundamentals

* Need user and IT support
* Training and education are essential

 Periodic compliance checks are crucial
— Automatic deletion is not recommended!
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Why not just keep it all?
Consider this:

 Think needle in a haystack.. less hay, easier to find the
needle - less costs for discovery and disclosure

* Yeah, storage is cheap, litigation is NOT

 Other associated costs:
— Additional space needed (equipment and facility)
— Additional maintenance and staffing needed

— Additional upgrades, increased migration & recopying, disaster
planning

— Additional long-term sustainability issues




A winning strategy for
electronic records

* |dentify

» Organize
* Disposition (take action)
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ldentify

Using approved records retention schedules
will help you:

dentify records you need to keep
dentify records you can get rid of
dentify records needing additional attention:

v Essential
v'Archival







Create a plan

Create a “file plan” or “file structure”
Link to retention schedules

Pre-determined file folders provide
consistency, centralization and
organization

Mirror the plan throughout — use same
structure for paper, email, desktop,
network drives and servers

Develop desk guides and cheat sheets




Disposition- Do it!

* Organize to destroy

» Apply same retention and disposition
practices to electronic records as you
would paper based records

« Reqularly schedule disposition to clear
out those items having met retention and
get rid of them!




yofsate  Electronic Record Life Cycle

CONSIDER If NO retention value
CONTENT Delete

"

Create or Receive ‘g
Record | NN \ Record / Save Properly ID

When retention is
met, ID records for

destruction . .
N *Non-Archival
Approve for G Ul Transfer
PP retention met

destruction

If Archival
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What comes across your desk

Much of what comes across in an email will be:
* Transitory (serves as an FYI)

» A secondary copy or duplicate (how many
others are cc’d?)

e An email “transmittal memo ” of attachments
(acts like a fax cover sheet)
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Wachington 3tate Archives

Local Government Common Records Retention Schedule {CORE)

Office of the Secretary of State Version 2.1 {fuly 2010)
DESPOSITION
ITEM RETEMTIOM &MND
DESCRIFTION OF RECDRDS AUTHORTY DESHzMNATION
MCh NUMBER: [DAN] DASPOSITHON ACTIOM

6.1.5 | Tronsitory Records E550-02-05 | Retain until mo longer MON-SRCHIVAL

Public records that only doowment information of temporary, short-term value, R, O needed for agency business NOMN-ESSENTIAL

and provided that the records are: then OFt

# Mot nesded as evidence of a business transaction; and, Destroy.

* Mot covered by a more specific records series.

Includes, but is not limited to:

* Miscellaneous notices or memoranda which do not relate to the functiona
responsibility of the agency [notices of community affairs, employee
meetings, holidays, etc.);

# Preliminary drafts of letters, memoranda, reports, work sheets, spreadsheets,
presentations, and informal notes, etc, which do not represent significant
basic steps in the preparation of record document(s);

* Routing slips used to direct the distribution of docurments;

# Shorthand notes, stenotype tapes, and medhanical records, after they hawve
been transcribed into typewritten or printed form on paper or miorofilm;

* Telephone messages (including voicemail, digital voice messages, etc.);

® |etters of transmittal which do not add any imformation to the transmitted
materials.

Local Government Agencies

RETENTION VALLIE

Page 150 of 186




Within email application

* Individual users move e-mails into pre-
determined folders that match those on
server or shared drive

» Good to set up as “working files”, or for
records with minimal retention value

 Recommend records with significant
retention value be retained on drives or
servers




Mail Folders

21 Al Mail Items

= ._{Q Unigque Schedule Reviews

Lgl Accountancy Board
Lad Agriculture, Dept of
Lel Auditors Office
._# Caseload Forecast Council
'--:41 Central Washington University
._{Hi Columbia River Gorge Commission
Lel Commerce, Dept of
'--:41 Consolidated Technology Services
Lgl Corrections, Dept of
L Court of Appeals
._{ﬁi Criminal Justice Training Center
Ll Early Learning, Dept of
Led Eastern WA University

+ L Ecology, Dept of
Led Employment Security
._{Hi Enterprise Services, Dept of
Led Env & Land Use Hrgs Office
._# Evergreen 5tate College
'--:41 Financial Management, Office of
._{ﬁi Fish and Wildlife, Dept of
Ll Fryer Commission
Lgl Gambling Commission
Lyl General Administration

L™ mssmeem e = CUEE s

For example

=l Last Month

—J Koziara, Leslie 1/10/2012
Board of Accountancy 1]

/Additional folders can be set
up to further define the content

— easy to locate and search,
still all under DAN # GS 22005

Mirror this structure on shared
drive or server for records with
retention value

Be diligent with cleaning out
records with no retention value
in these “working files” and
save primary copies to shared

=

v

Lmmrmiradd Bam ackt +m Micemmtiem a LI;L-I
= et o =k e dh B Al " i

~ Sciba, Jennifer [ACE) 5/51,/2011

- - -
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= Digital Archives Transfers

TS e Anoth
3 Clark County notner

Columbia River Gorge Commission
example

Cowlitz County

g Y N N Y N g R N N R WY

Grays Harbor
lefferson County
Lacey, City of
CHympia, City of O tl k
Pacific County u OO
Poulsbo, City of
Shoreline, City of
W Clean Air Agency StrUCture
__J Tacoma Pierce County Health Dept
__ Tacoma, City of
__ Tacoma, Port of
__ Whatcom County
= State

Kirkland, City of
Pierce County .
file
Skamania County
__ Tacoma School District
i Vancouver, City of
| Attorney General's COffice [ATG)
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Organizing E-mails — Option 2
Using shared drive or network server

Designated shared drive or server is used
as centralized “file cabinet” or repository

Users save their emails into pre-
determined folders in specific “drawers”

Users can access in a centralized location

Generally no active retention or disposition
applied, but can set up system
administrators to track and disposition
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File and Folder Tasks 0%warkshap,dac 2009.msg Adabe Acrobat 7.0 Dacument

: Microsaft Office Ward 97 - 200,.. COutlaak Tkem T RLLG
) Make & new Folder '

@ Publish this Folder to the = Handouts printorder, docy lﬁ]'- L
Web —d Microsoft Office Word Document
af KB

A @ 5 Letter of exemption for Jan 26 . ] Meeting room confirmation - RC-PA Office receipt,pdf

billing sent ‘IT]]“ = Meals with Meetings
. -26-2009, pdf

Email regarding meeting obe Acrobat 7.0 Document

room contract I application & agreement &

ter of exemption, pdf
obe Acrobat 7.0 Dacument

.

- SEe
|| Stake_20090123_121700.pdf
"?lin]e Adobe Acrobat 7.0 Document

Other Places

) 2003 Western Washingtan

Warkshop
) My Documents E‘ % 2009 Western WA attendes E‘ % 2009 Western WA attendes II_TI E Sign in Sheet, xlsx
< worksheet (version 1).xlsx = worksheet, xlsx = Microsoft Office Excel Worksh,..,
¢ My Computer W | Microsoft Office Excel Warksh, . U | Microsoft Office Excel Warksh,.., U | 14KF
L1 j My Netwark Places
Detal v Using classifications and naming

conventions make it easier to search
and locate the information



{}?.Vmﬁéqua &w

Secreta _y of State

SavE in: I 2009-2010 Jane Doe j &~ N X CyEd-
4 | Approved request For leave Jan 26 2009.msg
i Fie:cent
Documents
—
Deskiop
By using the .msg extention, you are able to
LY save emails with all the other formats together
My Documents in one folder, under one record series, under
one retention and manage it as a whole
59 _
My Computer One place, one folder, one retention
Get rid of the silos!
>
.
My Mebwork
Places
_ /
File name: IRequest for leave Mov 2 EIIIII@\ / j
Save as bype: o ook Message Format - Llnicc\ / -
Text Only (%, bxk) \/ -
Outlook Template (*,aft) S
Toals "'l Cutlook Message Format (*,msg Cancel
iouklook Message Format - Unicode (™, msa) 7
HTML (*.hkmn; *, hkml)
. MHT Files (*.rmht) -
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Secre taa?y of State

=N Land Use Planning, Permits and Appeals

= | Building Construction and Modification Files This S?riet_s only has a3t

— : : year retention, so can ge

| Permits - Invalid G550-11-005 fid of these files sooner
| Plaza 100 Building

L Plaza 500 Building This is an essential record and
| Plaza 600 Building should have additional back up.
_ _ It also has a long term retention
= | Permits - Valid G550-11-05

IIII:H.

Shared drive example

. Plaza 200 Building This is a PERMANENT, ESSENTIAL and
Plaza 300 Buildirn POTENTIALLY ARCHIVAL series and should
- d noted and handled accordingly

| Plaza 400 Building

= || Local Government Jurisdictional Boundary Change History Files G550-16-09

| Townsquare Incorporation

| Tumwater Annexation
-] £ Maps, Drawings, Photographs (Official) G550-16-02 A TiAL ey

| City Boundaries POTENTIALLY

L Shoreline Management ARCHIVAL series
= || Maps, Drawings, Photographs [(Reference] G550-16-03

| City Park Property

L City Playfield
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Secrétary of State Law Enforcement
=] [ CASE MANAGEMENT

=l | Case Files
| All Other Cases LE2010-064 (5 yrs or exhaust appeals|
| Homicide (Solved) LE2010-02 (20 yrs or exhaust appeals|
| Homicides (Unsolved) LE2010-0al (75 yrs or no longer needed, transfer]
| Juvenile Offenders LEQ7-01-09 (23 yrs of age or eligible for destrud]
| Missing Persans (Not Found) LE2010-061 75 yrs or no longer needed|
| Notorious, Historically Significant LE2010-060 (Transfer na longer needed)
| Sex Offenders LE2010-063 (5 yrs after invest, exhaust appeal)
| Unidentified Bodies LE2010-0al (75 yrs or no longer needed)
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= | Toxic Cleanup 5ite Files 90054663/

= |_| Cascade Pole

This series is
| Exempt ARCHIVAL - 9 year
retention for
= [ Century Mall agency, then
transfer to archives
= |_| Fast Dry Cleaners

————S ,__I Exem |:th - You may create and

protect folders as
|_J Gold Jewel ry exempt or confidential

| Pet Shop Boys

| Yummy Sandwich Shop
__| Chevron #4456 Big Al's 5555 Main 5treet

_| Port of Tacoma Bldg &




Helpful hints

Use existing retention schedules!
Consult with users, enlist their input

Work on keeping file names short and
simple, yet make sense to users

Keep it under 255 characters & spaces,
otherwise may have problems with access
and retrieval




What About Text Messages?

Content is key — are you conducting
business?

Have policies regarding use of texts

Agency responsibility to capture texts that
need retention according to approved
schedules

3 party tools/applications available

Cannot rely on provider to retain!




What About Websites?

Records Retention — 3 areas

1. Website Design/Architecture
2. Website Content
3. Changes to Website Content
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About the Office

About the Office
Sam Reed Biography
Secretaries of State
News Releases
Email Sam Eeed
Photo Gallery

Programs & Divisions

Sam Reed

Reed asks Legislature to move Primary
two weeks earlier

SEARCH

CnntactUsICun»Us: f . ?E

%5.5 million raised for charity by
; pubhc employees
whnny Despite a down vear, the Combined
Fund Drive generates millions for
local, national and global charities

Secretary of State honaors
companies that give back
Feed honors Bellevue and Pull
companies with prestigious ci
award

WA picks up 10th congressional
seat
, | Census officials, including former Gov
& Garv Locke, the commerce secretary,

Earlier Primary would comply with fed aw helping military et have just announced...

voters

Address Confidentiality

Apostilles

Archives

Charities

Combined Fund Drive
Corporations

Digital Signatures
Domestic Partnerships
Elections & Voting
Heritage Center
International Trade

From Our Corner - Recent|Blog Posts

Reed seeks earlier primary & ballots in by
Election Day

Secretary of State Sam Reed is urging lawmakers to move
Washington's Primary Election two weeks earlier, to early
Angust. He also asks for a law requiring ballots to be in county
elections offices bv Election Dav. rather than simplv

An .
Electlon

An Election for the Day of Jubilation -
Ages: Rossi vs, Gregoire Watch the video.

2004 - Purchase this
hoinlk
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Content

» Typically, website content falls into these
main categories:

1. Secondary Copies of Other Public Records
2. Database-Driven Content
3. Advice / Information




Why Document Changes

* |t is not enough to just know what you said
(the content)

* Agencies also need records documenting
when did we say it and when did we stop
saying it (the context to the content)




Cépturing websites/changes

It depends on the complexity of website
Options include:
* Snapshots
Email confirmations/webmaster
Change logs/audit logs
Maintaining entire site

39 party software for ECM
— Drupal, ColdFusion, Alfresco
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What about databases?

* Apply same principles as websites
— Based on content and function of database

— Is it a repository of information held
elsewhere?

— Does it contain evidence of business
transactions not found in another format?

— Is the database dynamic with continuous
changes, updates?




Capturing databases

It depends on the complexity and function of
database

Options include:
« Change logs/audit logs
* Maintaining entire database
« 3 party software for ECM




ace.com

a place for friends




Points to ponder

Ask some questions:

* Make a business case for use — do you
really need to add another “technology du
jour”?

« Check with legal counsel
» Check out terms of service agreements




TOS Agreement = Contract

Security, identity “hijacking”

Indemnity issues

Privacy, data ownership

Rights of company to edit/display/advertise
Addressing merger/acquisitions

Will use meet overarching regulations?
— FOIA, ADA, RCW's, WAC's
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Hot off the press

» Facebook now has state and local
government terms of service agreements

facebook

E Facebook helps you connect and share with the people in your life.

Government Terms
Amended Pages Terms for State and Local Governments in the United States

If you are a state or local government or government agency in the United States (™ou™), and You are using Facebook Pages in your offical capacdity ("Offical Use™), the following terms apply solely to
such use and all other terms remain in effect:

1. Disputes

You and Facebook will endeavor to resolve any disputes in an amicable fashion.

2. Venue

Section 15.1 of the SRR does not apply to your Official Use.

3. Governing Law

Section 15.1 of the SRR does not apply to your Official Use.

4. Indemnity

If you are a state government or state government agency in the United States:

Section 15.2 of the SRR will apply to You only to the extent expressly permitted by your jurisdiction's laws.
If you are a local government or local government agency in the United States:

Section 15.2 of the SRR will apply to You only to the extent permitted by your jurisdiction's laws.
5. Disclaimer Reguirement

If you have an offidal website, your Page must contain, in & prominent location: “If you are looking for more information about [Government Entity], please visit [website URL].”
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Tips and tools to aid social
media retention

« Series of email exchanges on content, when
posted, when withdrawn, updates, etc.

« 3" party software or content management

systems
v Twinbox
v TweetTake
v’ SocialSafe




Going to the cloud
Issues to consider:
Custody

Co-mingling of data (will probably not be
held separately from others using storage

server)
Privacy, security / hijacking of information

Data transmission/flow (Where is the
server, exactly?

Disaster preparedness and recovery
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In conclusion...

Explore available options, and adapt them to
best serve agency needs and usage

— Establish policies, procedures, ground rules

— Take time to fully develop file structures and
plan, plan, plan for implementation

— Keep it as simple as possible
— Education, training, and more training
— Lots of patience (Chocolate helps!)
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Questions?

Records Management Helpdesk
recordsmanagement@sos.wa.gov

Subscribe to listserv for the latest updates
http://www.sos.wa.gov/archives/
RecordsManagement/




Washington State Archives

Preserving Your Public Records

Records Rule!
... Thank You!

: 2 SCCI’CIHI}? of State www.secstate.wa.gov/archives

Washington State Archives:
Partners in preservation and access
WWW.S0S.wa.gov/archives




